Supporting Debian machines
for friends and family

Notes and tricks from an amateur sysadmin
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“providing an enjoyable
computing environment
so that they can fully
experience the benefits
of Free Software...”



“... without using up
all of our precious
spare time”
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memtest86+

badblocks —-swo out /dev/sdX



package updates



apticron

unattended-upgrades



deborphan

debfoster



debian-security-support



monitoring
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smartmontools




smartmontools mcelog




smartmontools mcelog lm-sensors




$ sar -A

Linux 2.6.32-23—generic 2010-07-08 _x86_64_
00:00:01 CPU susr Fnice $SYS Flowailt steal
00:05:01 0 44,23 1,07 4,20 9,74 0,00
00:15:01 0 40,83 0,18 1,85 0,061 0,00
00:25:01 0 39,14 0,18 2,26 0, 68 0,00
00:35:02 0 46,30 4,86 9,16 11,44 0,00
00:45:01 0 43,13 2,19 AS 6,30 0,00
00:55:01 0 36,73 0,22 2,12 0,75 0,00
01:05:01 0 24,21 9,15 19,56 5, 90 0,00
01:15:02 0 1,17 14,03 38, 30 11, 95 0,00
01:25:02 0 1,22 8,72 22,772 8,75 0,00
01:35:01 0 1,11 0,31 2,19 0,28 0,00
01:45:01 0 1,09 0,25 2,16 0,21 0,00
01:55:01 0 1,03 0,40 2,17 0,23 0,00
02:05:01 0 1,19 1,86 3,28 0,99 0,00
02:15:01 0 1,03 0,28 2,15 0,25 0,00
02:25:01 0 1,13 0,43 2,26 0,27 0,00
02:35:01 0 0, 98 0,41 2,09 0,46 0,00
02:45:01 0 1,07 0,25 2,04 0,21 0,00
02:55:01 0 1,01 0,27 2,25 0,24 0,00
03:05:01 0 1,92 2,28 2,76 1,13 0,00
03:15:01 0 1,02 0,26 2,19 0,22 0,00
03:25:01 0 1,12 0,26 2,14 0,27 0,00
03:35:01 0 1,06 0,28 2,34 0,28 0,00
03:45:01 0 1,08 0,26 2,26 0,26 0,00
03:55:01 0 1,06 0,39 2,15 0,22 0,00
AV/rNaNNTE. 0 1,04 1,75 2,70 0,40 0,00
0 1,10 0, 30 2,33 0,26 0,00
Sysstat 0 1,09 0,31 2,29 0,21 0,00
0 1,16 9,76 13,21 6,99 0,00






molly-guard




safe-rm

S rm —-rf /usr/lib/libfoo.so



safe-rm

S rm —-rf /usr/lib /libfoo.so



safe-rm

S rm —-rf /usr/lib /libfoo.so
/bin/rm: cannot remove /libfoo.so':
No such file or directory



safe-rm

S rm —-rf /usr/lib /libfoo.so
/bin/rm: cannot remove /libfoo.so':
No such file or directory

S 1s /usr/lib
ls: cannot access /usr/lib: No such
file or directory
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safe-rm

S rm —-rf /usr/lib
safe-rm: skipping /usr/1lib



etckeeper
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mythtv-status

andrew @cerberus

Statuz, . ivievsaest Fri Dec 14 2007, B:29 AW
Total Disk Space,: Total space iz 102,350 GE, with 83,290 GB used (
Mewxt Fecording In: 11 Hours, 30 Minutes

Ehcoders:
cerberus (90 -
cerberus (12) -

Scheduled Fecordings

2007-12-14 18:00:00 - 3 News (TVW3)
2007-12-15 18:00:00 - 3 News (TY3)
2O07-12-15 19:20:00 - Grand Designs (TW3)

Schedule Conflicts:
2O07-12-14 18:30:00 - Friends (TY2)

Dizk Space:
Tatal space for group 2 is 20,746 GE, with 20,101 GB uszed {

cerberuz:™t |
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apparmor
apparmor-profiles

apparmor-profiles-extra



debsums



fcheck



chkrootkit

checksecurity



rkhunter

tiger




remote access



openssh-server

mosh

http://feeding.cloud.geek.nz/posts/hardening-ssh-servers/


http://feeding.cloud.geek.nz/posts/hardening-ssh-servers/

iptables



S cat /etc/network/iptables.up.rules
*filter

: INPUT DROP [0:0]

: FORWARD DROP [0:0]

:OUTPUT DROP [0:0]

—-A OUTPUT -3 ACCEPT

—-A INPUT -1 lo -7 ACCEPT

-A INPUT -p i1cmp -3 ACCEPT

—-A INPUT -m conntrack —--ctstate RELATED,
ESTABLISHED -7 ACCEPT

: LOGDROP - [0:0]

-A LOGDROP -7 LOG --log-level 6
-A LOGDROP -j DROP

-A INPUT -3 LOGDROP

COMMIT



S cat /etc/network/iptables.up.rules
*fillter

: INPUT DROP [0:0]

: FORWARD DROP [0:0]

:OUTPUT DROP [0:0]

—-A OUTPUT -3 ACCEPT

—-A INPUT -1 1lo -7 ACCEPT

-A INPUT -p 1cmp -3 ACCEPT

—A INPUT -m conntrack —--ctstate RELATED,
ESTABLISHED -7 ACCEPT

-A INPUT -s 192.168.1.0/24
-p tcp —--dport 22 -7 ACCEPT

: LOGDROP - [0:0]

—-A LOGDROP -7 LOG —--log-level 6
-A LOGDROP -j DROP

-A INPUT -j LOGDROP

COMMIT










ipcheck

(Y DynDNS



x11vnc

SSVNC

http://feeding.cloud.geek.nz/posts/high-latency-vnc-tech-support/


http://feeding.cloud.geek.nz/posts/high-latency-vnc-tech-support/

backups



1. config files
2. important documents

3. non-critical data



1. config files

duplicity

" linode



https://www.linode.com/?r=4f882417aa3809652b227d6d9c25b2a0472c6cff

1. config files

all of /etc

installed packages

Myth TV DB dump



2. important documents

~/documents/safe
emails

bookmarks
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“giving back”



nunber of subnitters

popularity-contest

popularity-contest popcon graph

1HHEHH T T T T T T T T T T T T T T T T T T T T T T T T T T T

986606

dooea

7800808

68688

S8688

4800808

Jooea

28088

186688

H 1 1 1 I 1 1 1 I 1 1 1
2804-01 2885-01 2886-01 2887-81 2888-01 2889-81 2818-81 2011-81

date
installed



kerneloops

921 oopses reported
run_timer_softirg B ;s °19 BUG/BUG_ON's reported

intel_opregion_video_event [N 32 __slab_alloc [ kR
o b43_dma_handle_txstatus e 181

acpi_idle_enter_bm 133 Dell Laptops oops in idle

lirc_register_driver

S - — acpi_idle_enter_simple . 51
audit_inc_name_count I 17  shrink_dcache_for_umount_subtree || 36
ttm_tt_swapout N 16 _raw_spin_unlock | 32
radeon_set_pcigart - 16 _ do_softirg | 7
hiddev_ioctl - 15 ext4_get_blocks | 7
__do_softirg - 15 MmMntput_no_expire | 5
fb_release - 14 mwait_idle | >
st del - 13 sync_:hmmze_w.q | <

_spin_unlock_irgrestore | 4
firegl_trace (P) | 11 | A
_nv005370rm _ 10 inode_reserved_space | 4
ttm_bo_pci_offset N 10 ext4_da_get_block_prep | 4
nouveau_gem_ioctl_pushbuf . 9
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Photos credits:

blue lagoon: http://www.flickr.com/photos/benhusmann/4467839635/
in-flight entertainment: http://www.flickr.com/photos/kalleboo/2473197800/
ssd and hdd: http://www.flickr.com/photos/28771658@N03/3377026684/in/photostream/
igloo: http://www.flickr.com/photos/zuc123/426508881/

canadian flag: http://www.flickr.com/photos/webhamster/2914086018/
broom: http://www.flickr.com/photos/jrigol/2821450325/

intel cpu: http://www.flickr.com/photos/andresrueda/3274875773/
thermometer: http://www.flickr.com/photos/andresrueda/3407340937/

open harddrive: http://www.flickr.com/photos/uwehermann/2994944961/
ram: http://www.flickr.com/photos/detodounpoquito/2481060491/

baby hay stack: http://www.flickr.com/photos/nerdcoregirl/2959701240/
safe: http://www.flickr.com/photos/pong/288491653/

padlock: http://www.flickr.com/photos/shelleygibb/3396463409/

tiger: http://www.flickr.com/photos/auburnnewyork/4439937219/

old modem: http://www.flickr.com/photos/rexroof/3302978710/

red door: http://www.flickr.com/photos/romdos/8846131/

dvd on cat: http://www.flickr.com/photos/suzanneandsimon/84038024/
uncle sam: http://www.flickr.com/photos/notionscapital/2942067553/
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/* TODO */




ECC memory

https://blogs.oracle.com/ksplice/entry/attack_of_the_cosmic_rays1


https://blogs.oracle.com/ksplice/entry/attack_of_the_cosmic_rays1

